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I. INTRODUCTION 
A. Thin Client Cloud Computing 

Thin client computing refers to the principle in which 
the user device relies on a remote server to perform its 
computational tasks. They will provide the user with a 
Graphical User Interface but with considerably lower Total 
Cost of Ownership (TCO) compared to the traditional fat 
client PCs. Especially in the mobile context, the thin client 
concept is very promising. Users are able to access demanding 
applications from mobile devices, which often lack the 
required processing resources to execute the application 
locally. Because only basic functionality and processing 
power is required at the terminal, thin client devices can be 
made lightweight and potentially energy efficient in cloud 
environment. 

The Cloud computing include a shared servers 
providing resources, software, and data to computers and 
other devices on demand with elasticity. The elasticity in 
Cloud computing can be achieved in the sense that it can add 
capacity or applications almost at a moment’s notice. 
Companies buy exactly the amount of storage, computing 
power, security and other IT functions that they need from 
specialists in data-center computing. Virtualization of 
computers or operating systems hides the physical 
characteristics of a computing platform from its users; or more 
precisely we can say it shows another abstract computing 
platform. A hypervisor is a piece of virtualization software 
that allows multiple operating systems to run on a host 
computer concurrently. Virtualization providers include 
VMware, Microsoft, and Citrix Systems. Virtualization is an 
application of cloud computing. The features of Cloud 
computing exactly suit for the thin client architecture, so we 
will deploy the server side on Cloud. 
 
 
 

B. Mobile Thin Client Cloud Computing 

 
With mobile thin client computing, mobile users’devices only 
visualize the output of remote resource-intensive applications. 
In recent years, the mobility of users of communication 
devices  has increased significantly. Users now have PDAs 
and smart phones which they want to use everywhere. In the 
future, users will have new devices such as head-mounted 
displays with high resolution. Due to their limited resources,  
all applications cannot be executed locally on mobile devices. 
Another big concern of mobile users is the short autonomy of 
their devices. Thin client computing can solve all these 
problems, by only visualizing the output of applications 
executed on remote servers. When the mobile device does not 
have enough resources to execute the application, we can 
execute the application on a remote server. In the other case, 
an important trade-off arises in terms of power consumption: 
the benefit of the lower CPU load on the client device against 
the drawback of the continuous wireless network connection. 
When the power consumption of the wireless network 
connection is larger than the benefit due to the lower CPU 
load, executing the application remotely will not result in 
efficient power usage. 
 
 

 
 
 

Fig I. The user sends input over the network to the server, which 
processes the commands and sends the graphical output over the 
network back to the client. 

 
 
 

II. BUILDING BLOCKS IN THIN CLIENT CLOUD 
COMPUTING 
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A. Distributed computing systems 
 
There are three important classes of grid systems which  
include computational grids, data grids and service grids. The 
service grid is where users runtheir applications on demand on 
the grid for mobile thin client computing. 
The server selection is performed by a server selection 
manager located at the provider’s central site. Server Selection 
allows taking into account the load on the servers of the 
different thin client grid sites and also the mobility of the 
users. Servers are grouped in hierarchical tiers. Higher-tier 
servers have a larger coverage area and hence fewer server 
hand-offs occur, but they give a higher end-to-end latency. 
 
 B. Thin Client Technology 
 
Original thin client protocols (such as ICA, RDP and VNC) 
relay the desktop graphics by sending drawing commands to 
the client, which is well suited for low-motion applications 
such as text editing and browsing. But for applications like 3D 
games or watching a video, it is more efficient to apply 
desktop streaming as these are high motion applications. The 
display is then encoded with a video codec such as H.264. 
In hybrid thin client protocol, both approaches are combined. 
It dynamically switches between an original thin client 
protocol and desktop streaming. 
 
 C. Application migration 
 
The technique to move a user’s session from one server to 
another is referred to as process migration. Originally process 
migration was  developed for load balancing in a server 
cluster, but now it is widely applied  to cope with varying 
delay between a server and a mobile thin client. Some 
examples of process migration techniques are Condor and 
MOSIX. With these techniques, only processes without inter-
process communication or open network connections can be 
migrated successfully. More recently, process migration 
techniques like ZAP and its successor Cruz have solved these 
drawbacks. Besides process migration, one could practice 
virtualization technologies and benefit from the ease to 
migrate a virtual session but suffer some resource overhead. 
 

III. CHARACTERISTICS OF THIN CLIENTS 

 A. Single point of failure 

The server, in taking on the whole processing load of several 
clients, forms a single point of failure for those clients. This 
has both positive and negative aspects. On the one hand, the 
security threat model for the software becomes more focused 
on the servers. The clients simply do not run the software 
(think of them as a screen, keyboard and mouse - all 
keystrokes and mouse movements go to the server, which 
sends back the screen image). Thus, only a small number of 
computers (the servers) need to be rigorously secured at a 
software level, rather than securing software installed on 
every single client computer (although client computers may 

still require physical security and strong authentication, to 
prevent unauthorised access, depending on requirements). 
This is positive aspect. The negative aspect is that  any denial 
of service attack against the server will limit the access of 
many clients. The server software is typically written with 
virtual machine technology so every client is isolated and a 
client crash is easily handled and rebooted. 

1)  B. Cheap client hardware 
While the server must be robust enough to handle several 
client sessions at once, the clients can be assembled from 
much cheaper hardware than that of a fat client. Thin clients 
also generally use very low power and might not even require 
cooling fans, but the servers consume high power and almost 
always require an environmentally controlled air conditioned 
server room. Many clients have minimal RAM, some do not 
even have a hard drive. This reduces the power consumption 
of those clients, and makes the system marginally scalable, i.e. 
it is relatively cheap to connect additional client terminals. 
The thin clients usually have a very low total cost of 
ownership, but the need for a robust server infrastructure 
offsets some cost savings.  
2)  C. Client simplicity 
Since the clients are made from low cost hardware with few 
moving parts, they can operate in more hostile environments 
than conventional computers. Clients  do not have any 
complicated boot images, so the problem of boot image 
control is centralized to the server. 
3)  D. Slow bitmapped/animated graphics 
Thin clients tend to be optimized for use with simple lines, 
curves, and text, which can be rapidly drawn by the client 
using predefined stored procedures and cached bitmap data. In 
this regard, thin clients work well for basic office applications 
such as spreadsheets, word processing, data entry, and so 
forth. 

IV. THIN CLIENT VARIANTS 

The following options allow a PC to be used as a thin client - 
in some cases, even if it has no working hard drive: 

A. Ultra-thin client, Zero client, or Clientless 
Traditionally, a thin client ran a full operating system for the 
purposes of connecting to other computers. Some thin clients, 
such as the Sun Ray, use a simpler protocol for 
communicating display updates, and these are sometimes 
called ultra-thin clients or a zero clients. Their tiny operating 
systems merely initialize the network, begin the networking 
protocol, handle display of the server's output, and transmit 
user input events. The full desktop is run remotely and the 
displayed graphics and text are compressed with either a 
remote display protocol such as PCoIP, or even just a video 
codec such as VP9 or Daala, and sent to the zero client.  

B. RTE client 
C. A Run Time Environment (RTE) 

The client contains task specific applications (e.g. Mozilla 
Firefox for Internet browsing) and only the minimal 
underlying and supporting code (BIOS, firmware, kernel, 
libraries, plug-ins, etc.) to run only those applications. It 
contains all and only the code needed to accomplish its 
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specific task, thus it is more than a zero client but less than a 
typical thin client computer. The RTE client does not have a 
general purpose operating system, it usually doesn't has shells 
(terminal windows). RTE Client is not designed to be patched 
(updated online), it has minimal connectivity to external 
resources, and is often found in read-only media (e.g. tamper 
resistant ROM chips, CD-ROM, etc.). Attempts to inject or 
run any other applications/processes/threads results in 
crashing the kernel. RTE clients are mostly found in stable 
environments demanding high security due to the need to 
physically update the device. 

D. C. Web thin client 
Web thin clients only provide a web browser, and rely on web 
applications to provide general-purpose computing 
functionality. However, web applications may use web 
storage to store some data locally. Examples of web thin 
clients include Chromebooks and Chromeboxes (which run 
Chrome OS) and phones running Firefox OS. 
Web thin clients are similar to RTE clients, but the operating 
system can typically be updated which is not possible in case 
of first generation RTE. Chrome OS, for example, 
automatically updates itself if its update servers (which are 
hosted by Google) are not blocked by a firewall - while still 
being tamper-resistant due to its use of Trusted Computing 
technologies. 

V. LIST OF PROTOCOLS USED BY THIN CLIENTS 
• Appliance Link Protocol 
• Citrix ICA 
• Linux Terminal Server Project 
• NFS 
• PCoIP 
• various video codecs such as VP9 
• Remote Desktop Protocol 
• Remote Graphics Software 
• Secure Shell or SSH, an encrypted replacement 

for telnet. 
• Virtual Network Computing 
• X11, central to traditional Unix graphical 

windowing systems 
• XML, HTML, or JSON over HTTP (Ajax) 

VI. CONCLUSION 
Thin-client computing offers the promise of easier-to-maintain 
computational services with reduced total cost of ownership. With 
the increasingly development of cloud technology, the server side of 
thin client architecture is able to be deployed in cloud, thus makes 
the full use of the features of the Cloud, for example, virtualization, 
flexibility, security, and dynamic management. Meanwhile the client 
side can also use the mobile thin device. On one side where the 
traditional thin client architecture  is platform-dependant, it  limits 
the most benefit of the software providers and end-users. On the 
other hand we propose multi-platform thin client architecture, which 
use VNC (Virtual Network Computing) protocol and run in the cloud 
environment. In this architecture, both side of the service will benefit 
a lot. In the one hand, the end-user can use cheap, light mobile 
terminal which enjoy all kind of software service of different 
platform. In the other hand, the software provider or developer can 
get more benefit with more download mass and wider circulation. 
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